Digital Signature Certificate Online Enrollment
Guide (On IE Browser)




ABOUT THE DOCUMENT

This document describes the procedure for procuring the Digital Signature Certificate
from Registration Authority under Tata Consultancy Services — Certifying Authority
(TCS-CA) for the MCA-21 e-filing.

GETTING STARTED

Note:
e Ensure the following.

v System Requirement:
o Operating System: Windows 2000, XP
o Browser: Internet Explorer 5.5 and above
v" You should have the Administrator privileges on the machine.

REGISTRATION

To enroll for and manage your Digital Signature Certificate, you must register for a
user account. To register for a new user account:

1. Visit the Registration authority (RA) website and click on the link related to

Digital Signature certificate.

2. Click the New User? Register link on the Login screen (shown in the figure
below).

Digital Certificates | How to Enroll...

Ensure that all the system requirements are met - N
before proceeding with enrollment. IFTF Hew User? Reqgister

Member Login

Getting Started » System Requirements

Downlo ad Certificate
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3. Enter the details in the new subscriber Registration Form.

Registration Form

Hame *

E-mail Id *

User ld~*

Password ©
Confirm Password *

Type of user * Individual user b

i Others v

Registration Authority * Your - Registration Authority

Note:

e Ensure that you remember the User ID & Password as you will need this
information to access your account.

e In the Type of User field, enter “Individual” and in the Select Individual user
Type field select the option "Others”.

e Registration Authority is the office through which you are applying for a digital
Signature certificate

4. Click Submit. A filled-in Registration form is then generated on the screen.

SUBMIT ONLINE REQUEST

On successful registration, you will be redirected to your personalized Certificate
Management Center screen, which displays the simple 4-Step enrollment
procedure.

o » Step-2: Validation documents as per "The IT Act, 2000"
Step-1: Enroll for a Digital Certificate

+ Submit physical copies ofthe completed Certificate Request
# Choose the Enroll aption or click here to enroll and generate Form and supparting validation documents.

your Digital Certificate key pairs.

More ==
More ==
Step-3: View your request status Step-4: Download your Digital Certificate
#* Choose the View Status option or click here to check the + Afteryou receive the email notification, choose the View
status ofyour Digital Cedificate request. Status option or click here to download your Digital Certificate.
Mlare == fdare ==
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Enrolling for your Digital Signature Certificate:

1. Go to Step-1 in the ‘Welcome to the Certificate Management Center’ screen.
2. An enrollment checklist pops up listing the system requirements. Read the
enrollment checklist carefully and make sure that all system requirements are
met. Click Close to close the checklist and start the online enroliment.
3. Choose the following options in the enrollment form to be filled:
e Certificate Class » Class-2 Certificate (By Default)
e Certificate Type » Signing Certificate (Single Key Pair)
e Do you have a certificate request already generated? » No.

Content of your Digital Signature Certificate:

1. Enter all your personal details exactly as you would like them to appear on
your certificate.
Note: Once your request is generated, these details cannot be changed.

2. Ensure that all information provided is factually correct as there is a legal
significance attached to Digital signature Certificates.

3. Ensure that you enter your correct Email ID, as you will not be able to
download/use your certificate if an incorrect/invalid Email ID is provided.

Type of Cerificate Help =

Certificate Type * Signing Certificate (Single Key Pair)  »

Do you have a cedificate request already generated? C‘ Yes '@' Mo

Contents of your Digital Certificate Help 7
Common Name * (eq: Anish K. Srivastava)
E-Mail Address * (eq: Anishi@atetcs.coin)
Organisation * Tata Consultancy Services - Cerifving A1 reg: TCS Ltd)

Organisation Unit TCS-CA - Registration Autharity

Organisation Unit * Individual - Others (eg: B and D Division
AddressLocality * (eq: Mumbai)

State * (eq: Maharashira)

Country Code IF

Towards the bottom of the screen, you will see an option to select the Cryptographic
service provider. The Cryptographic Service Provider (CSP) is the software that
generates the cryptographic keys for your digital signature certificate. These keys
form the basis of your digital identity and will be used for digital signing and
encryption operations.
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In order to generate the cryptographic keys on your IE Browser, select the Microsoft
Enhanced Cryptographic Provider v1.0 from the dropdown menu on the
enrollment page shown as follows:

Select the Cryptographic Service Provider
The Cryptographic Service Provider or TSP is a program that generates vour publicforivate key pair.

FMOTE : Indian IT &Act stipulstes that you use 1024 bit length keys. In case your brovwser does not support 1024 bit keys, your
broweser has to be updated with the relevant patches.

Choose the appropriste CSP below depending on where you plan to store your private key. If you use a special device such
as a smart card, please select the appropriste provider as directed by the manufacturer.

Cryptographic Service Provider *

hicrosoft Enhanced Cryptographic Prossider w1 0

Generate Request:

After filling the online enrollment form, review the information provided (paying
special attention to the Email ID) and click Generate Request to generate your
certificate request.

Subscriber Agreement
By applying for, submitting, or using & Digital Cerdificate you are agreeing to the terms of the TES-CA Subscriber Adgresment

Generate Reguest

Note: Once your certificate request is generated, you cannot change any
information. Ensure that all information is correct before you proceed.

The following dialogue box appears. Confirm your details and click OK

b Fisa corfirm v E-Mad 30: sharachanalabs toncan

Al information relabed to pour onine request and certificate, induding the authentication FIM
racparid For dowrlionding rour o i sle vl ba gt 1o the E-Had 1D,

T i E-Mad [D i coemesct, chok O IF et ook CARCEL aned oosmedt B in the Enrolimesnt Foime.
Lo cwed
Click Yes to request for a new certificate.
Potential Scripting Violation ||

certificate Far wou,

'*_'. This Web site is requesting a new cerkificate an vour behalf, You should allow only trusted Web sites o request a
< Do wou want ko request a certificate now?

Yes |
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On successful completion of enrollment, you will see the below screen. Note the
request number (highlighted below). Print this form for your records by clicking
Print.

| Certificate Enroliment Form for Request Number - 29798
|izerifican Class CLASE]
|carineat Trme Sigring Certiicale fngle Hey P
|Comnenns of yous Digital Conificats e
|Paame |TastLrser
|erparizaton Tl Corulline Skt - Cerbling faborly
|ovparizatan Ung | i - Others
|E-mait adireas SRR M2 00
|izite |Test
|5ata Amihi Fragesn
|1nmua-tm-.
1. Pt this Enraliment Farm by dicking [Print] bumon
‘ (b=
Golo Slep ¥

Once your Digital Signature Certificate is generated, you will receive an email
notification. The notification includes detailed instructions and an Authentication PIN
that has to be entered at the time of certificate download.

Note: Download the certificate on the same eToken where the Key Pair was
generated. For this, insert the eToken used during certificate enrollment into the USB
port of your computer.

To download your Digital Signature Certificate:

1. Go to your Registration Authority Website
2. On the screen that is displayed, click on Download Certificate

Digital Cerfificates | How fo Enroll...
Getting Started » System Reqguirements

Ensure that all the systemn requirements are met

before proceeding with enrollment. (ZFTF) New User? Register

Member Login

e Download Certificate
—

Registration » Register for your User Account

w
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3. Enter your User ID and Password and click Submit.

Uzer Login

User ld™*

Password

Note: If you do not remember your User ID and/or Password, please contact your
RA Administrator.

Go to Step-4 in the Certificate Management Center for downloading the certificate.

The Enrollment procedure requires you to go through the 4 steps outlined below.

Important:vou are connected to TCS-Certifying Authority secured wehsite, To make sure you connect smoothly, your brovwser should have the root
cettificates of the Controller of Certifying Authorities (CCAY, Government of India and TCS-Cerifying &uthority installed in your brovwser.

Click here for installation instructions >

Step-1: Enroll for a Digital Certificate Step-2: validation documents as per "The IT Act, 2000"
s Choose the Enroll option or click here to enroll and generate & Submit physical copies ofthe completed
yvour Digital Certificate key pairs. and supporting validation documents.
More == More ==
Step-3: Wiew your request status Step-4: Download your Digital Certificate
» Choose the View Status option or click here to check the = Afteryol receive the email notification, choose the View
status of your Digital Certificate request. Status option Dr download your Digital Cerdificate.
More == hiare ==

1. Click on click here link in ‘Step-4' section.
2. Click on your Request Number to initiate the download process.
3. Verify the details of your certificate. Contact your RA Administrator if there is a

problem.
4. Enter the Authentication PIN, emailed to you during the enrollment process.

Authenbcation PIK c WARSMTEWEN >

E=ck ] ;I_'ll_'l_t I

5. Click Download. The following message appears.

Microsoft Internet Exploren

9 The Certificate can only be downloaded on the same machine Fram which the request was generated. Click 'Ok’ to
x‘(}r proceed or '"Cancel' to stop the download process.

d Ok, HI}’ Cancel
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6. Click OK. The following message will be displayed thrice.

Potential Scripting Violation >

This Web site is adding one or more certificates to this computer. Allowing an untrusted Web site to update wour
! certificates is a security risk., The Web site could install certificates vou do not trust, which could allows programs thak
wou do nok brust to run on this computer and gain access to vour data,

Do wou wank Ehis program bo add the certificates nowy Click ves if wou trust this Web site, Otherwise, click Mo,

Yes Mo

7. Click Yes. The following certificates are downloaded:
e CCA Certificate
e TCS-CA Certificate
e End user Certificate

CONFIRM THE DOWNLOAD INTO IE BROWSER

The following steps will confirm successful download of your certificate into the IE
Browser in your machine.

= Open an internet browser window
» (lick the Tools - Internet Options tab on the IE browser

2} Tata Consultancy Services - Certifying Authority - Microsoft Internet Explorer provided by Tata Consultancy Services 1= x|
Fle Edt Vew Favortes | Toos Help | &
Mail and Mews » 1 — 7
- - i ¢ S B
ek - ©) - %] 5 P e ¢ Favorites @ tedia L% ‘ = L)
Address [ €] https:/fwwnbcs-ca  Windaws Update Rl ‘ Links **
Show Related Links N

aw

TATA

TATA CONSULTANCY SERVICES

<t fram TCS-CA provide strang
security measures thiough PRI based
digital signature teshnalogy. They are
standards-diiven and are sasy to use.

<TRUST= <ASSURANCE >

Dinitsl
<SECURITY>

Eormsi,

0Cap valid Filas:

< DIGITAL CERTIFIGATE > = Filesianer Plus™

Public Key Infrastructurs (PKI) s the prime nablar for sacuring the flow of informa
Commerce is "TRUST". The digital centificate issued by Tata Consultancy Sendces - Ce
the trust you require. I offers Authentication, Canfidantiality, Data Integrity and Non-ra

an the web. The success of E-

ing Autharity (TES-CA)tadilitates
iatian far conducting business on DiGiITaL

the web. g
i q%s
CCA Certificate / CRL NRDC Search TCS-CACRL
In the News | Digital Certificates | Our Offerings | |ESEi
AP first state to issue digital Signing Certificates oyt Digital Gertificates for Online Member Login
certificates ., Web Server Cartificatas  0uY! Ta filing Hewt Hew User? Ragistar
CHiPS, Tt n tie-up for Industry Selutions Administrator Login (2
digital certificates .
Gase studies ol
ICAL to Become India's First
Educational Institution ... e
About Us | Repository | Contact Us | Privacy policy | Legal disclaimer =l

Enables you ta change settings.
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= C(Click on the Content > Certificates tab on the dialog box shown

General | Securky Content ICDantims] Programs | Advanced |

- Content Advisar

Ratings help you control the Internet content that can be |
@ wigwed on this computer, |

Enable... | SebinGs:, I i
|

— Certificates
Use cartificates to poskively idenkify yourself, certification

authorities, and

- Personal informakion -~ - e -

fie AutaCompiete stores previous entries ul
i and suggesks matches For you, wteComple

Microsoft Profile Assistant stores your My Profile, .. I
personal information, E

OF, ! Cancel ] foply 1

» To view a certificate, simply select the certificate and click View.

Certificates

Intended purpose: | <All= v |

Persanal |Other People || Intermediate Certification Autharities | Trusted Root Certificatior 4 *

Issued To Issued By Expiratio...  Friendly Mame =
[=a. Pooventhan - 0., Tata Consultancy Ser... 2192006 <hong

Tak sulkan z
Eloema Tata Consultancy Ser...  2J17/2007 <Mong
Eldemo Tata Consultancy Ser...  2(9/2007 <Mone=
Epooventhan-eToke... Tata Consultancy Ser...  1/25/2007 <Mone>
RTGSPFBG0654325 IDRET Certifyving Auth,..  Sf9/2008 <Mone =
RTGSRBIF\DNCCPID IDRET Certifyving Auth,..  Sf9/2008 <Mone =
Elsss TCS Demo Certifying ... 2/24/2007  <Mone=
E swathi lokray Tata Consultancy Ser...  1f25/2007 <hone “

l Import... ” Export... H Remave ]

Certificate intended purposes

Client Authentication, Secure Email
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