W TATA CONSULTANCY SERVICES

TATA IT consulting ¢ services O outsourcing O businass process managemeant Fecagnized by the Controller of Certifying Authorities

PKCS #12 FiLEs

PKCS stands for Public Key Cryptographic Standard. PKCS #12 is the standard for transporting the
private key along with the certificate securely. It has both the private key and the certificate. The private
key is encrypted.

When the Subscriber downloads the certificate into the IE browser, the certificate is stored in the key
store where the private key is generated. To use the credentials in some other machine, the Subscriber
has to export the private key and the certificate from the browser as a PKCS #12 file.

The extension for the PKCS #12 file is either “.p12” or “.pfx”

EXPORTING PKCS #12 FILE FROM THE BROWSER

1. Click on the “Tools -> Internet Options” tab on the IE browser
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Tata Consultancy Services is proud to be a Certifying Authority licensed by Controller of Certifying Authorities,
Ministry of Information Technalogy, Gavernment of India., This License indicates that the digital certificates issued
by TCS are trust worthy and legally binding under the Infarmation Technolagy Act 2000, .

Why do you need a Digital Certificata ?

Information sent on-line can be subjected to malicious attacks that can compromise your identity of integrity of
the dsts that has bean sent. All unsecured elecronic communication is suscaptible to this, While there may not
be much value in spying on routine emails or casual web browsing, sensitive information, particularly finandal
transactions, must be protected,

Encryption using public key cryptography protects vour data, However, even if your data is encrypted, it does not
assure your recelver that you are the sender. hd|

Enables you to change settings.,
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2. Click on the “Content -> Certificates” tab on the dialogue box shown.
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3. Choose the certificate to be exported and click on the export tab.
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4. Click Next to the dialogue to continue

Certificate Export Wizard - x|

Welcome to the Certificate Export

ﬂiZérd

This wizard helps vou copy certificates, certificate trust
lists and certificate revocation lists From a certificate
store to wour disk,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used ko protect daka or ko establish secure network
connections. & cerkificate store is the system area where
cettificates are kept.

To continue; click Mext,

Cancel |

5. To export the private key with the certificate, choose the option “Yes” and click “Next”

Certificate Export Wizard - x|

Export Private Key
You can choose bo export the private keyw with the certificate.

Private kevs are passward protected, IF wou want to export the private kew with the
certificate, you must type a password on-a later page,

Do wow want bo export the private key with the certificate?

¥ ¥es, export the private keyi

™ Mo, do not export the private key

< Back I Mext = I Cancel
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6. Select the box indicated to include the CA certificate also with the Subscriber’s certificate and
Click “Next”

Certificate Export Wizard - x|

Export File Format
Certificates can be exported in a wariety of file formats.

Select the Farmat you want o use:
{7 DER encoded binary' 5006 CERY
{7 Base-rd epcoded 4,509 0, CER
£ Cryprographic Message Synbax Standard - PRCS #7 Cerbificates CR7E)

[T Include &l cerbificates in the certification path i possible

{+ -'frersonal Irformation Exchange - PECS #12 (. PEY
@clgﬂle all certificates in the certification path iF pu:ussil:ule

W Enable strong protection (requires IE 5.0, NT 4.0 5P4 or above)

[ Delete the private EE}-’ if the ex!:nurj: is successFul

< Back l ek = I Cancel

7. Enter the password to protect the PKCS#12 file

Certificate Export Wizard x|

Password
To maintain security, wou must probect the private key by using a password,

Type and confirm a password,
Password:
[
Confirm password:

< Back I Mext = I Cancel
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8. Choose the file name and location to save the file. Give the extension of the file as “.p12” or “.pfx”

Certificate Export Wizard x|

File to Export
Specify the name of the File wou want bo export

File name:

| | Browse, .. |

< Back I Mext = I Cancel

9. Click Finish to export the private key and the certificates

Certificate Export Wizard x|

Completing the Certificate Export

Wizard

You have successfully completed the Certificate Export
wizard,

‘You have specified the Following settings:

File Mame C:Doc
Expork Kevys Yes
Include all certificates in the certification path  Yes
File: Formnat Person,

< Back

Cancel |
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10. A dialogue box will be shown for accessing the private key. Click “OK” to continue

Exporting your private exchange ker! 2 _il

An application iz requesting access ta & Pratected item.

Cancel Detailz...

11. A message will be shown indicating the successful completion of the export

%]

Certificate Export WisSFe

The export was successful,
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